Certificate Installation Guide

Introduction
Digicert Desktop Client setup for windows
Digicert Desktop Client setup for MacOS

Enable the client in the Browser

o @ W N

Install the certificate

Introduction

The intention of this document is to show how to install the Digicert certificate for ExBPs using the new desktop
client from Digicert.

Depending on the version of the Operating System and the Browser you are using, below steps and pictures
might be slightly different on your computer.

For your Certificate Installation you will require:
e Email from Digicert containing a Certificate-URL
e Email from Roche containing a Certificate-Enrollment-Code
e Your Roche-UserID (provided in a separate Welcome-Email by Roche)

Please note that these instructions are valid for Windows and MacOS. Portable devices like tablets or
smartphones are not supported.



Digicert Desktop Client setup for windows

You can skip this step if you have installed it previously
To install the client open this URL:

Digicert Desktop Client download: https://pki-ddc.symauth.com/desktopclient

digicert engish @
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Install Desktop App

Install DigiCert Desktop Client

Press the button and follow the instructions below.

Download DigiCert De@top Client © ]

YOU WILL SEE

o Open the "DigiCert-Desktop- Open ‘
Installer.exe” app at the bottom
ys open files of this type
of your browser.
Show in folder

Cancel
0 DigiCert-Desktop-1==exe

Click on “Download Digicert Desktop Client” and search for the downloaded file (version may be different):

-

DigiCert-Desktop-Installer-3.3.1.exe

Run the installer. The setup starts.

DigiCert Inc

DigiCert Desktop Client

Setup requires 213 MB in:
CAUsers\ )X '."}prDala Local\DigiCert\DigiCert-Desktop | !

You must agree to the before
you can install DigiCert Desktop Client.

¥ | agree to the License terms and conditions.

QOdigicert



https://pki-ddc.symauth.com/desktopclient

Click on “l agree...” and “Install”

DigiCert Desktop Client

DigiCert Desktop Client has been successfully installed.

QOdigicert m

The client is installed.



Digicert Desktop Client setup for MacOS

You can skip this step if you have installed it previously
To install the client open this URL:

Digicert Desktop Client download: https://pki-ddc.symauth.com/desktopclient

digicert engish @
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Install Desktop App

Install DigiCert Desktop Client

Press the button and follow the instructions below.

Download DigiCert De@top Client © ] ‘

YOU WILL SEE ‘

-

o Open the "DigiCert-Desktop- Open
Installer.exe” app at the bottom

ways open files of this type
of your browser. ys open files of this typ

Show in folder

Cancel ‘

0 DigiCert-Desktop-1exe

Click on “Download Digicert Desktop Client” and search for the downloaded file (version may be different):

digicert' English @
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Install Desktop App

Guardar como: | DigiCert-Desktop-Installer-3.3.1.pk |

Etiquetas:

Ubicacidn: [ Descargas e - er and we

Cancelar Guardar

Waiting for installation ©)

YOU WILL SEE

-

If you already have DigiCert Desktop Client installed, uninstall any previous version before of continuing

Save the file and execute it. The setup starts.


https://pki-ddc.symauth.com/desktopclient

® Introduction

w Install DigiCert-Desktop-Client

Welcome to the DigiCert-Desktop-Client Installer

You will be guided through the steps necessary to install this
software.

Continue

Introduction

# License

w Install DigiCert-Desktop-Client

Software License Agreement

LICENSE AGREEMENT FOR THE USE OF THE SOFTWARE ALISON
DESKTOPF, DIGICERT DESKTOP CLIENTE and ALISON EXTENSION

Version 1.0

This License Agresment (“License”) regulates the conditions of use of the
Alison Desktop, Digicert Desktop Client and Alison Extension Software (in each
varsion each type of browser) created by CertiSur S.A. ("Provider™) by the end
user thereof ("User").

The Provider is the sole owner of the application called Alison Desktop, Digicert
Desktop Client and Alizon Extension ("Application™). This non-exclusive
License allows the User to uze the Application, without any territorial limitation.
The License is of indefinite term, as long as the Provider does not revoke the
rights for its use or the User does not viclate the terms of the License.

The License allows only the use and execution of the application. Under no
circumstances and at no time does the Pravider grant the User any ownership
rights over the Application, but only allows the right to use it under the
conditions described in this License. Under no circumstances will the User be
authorized to make the reproduction or public dissemination, assign, sell, rant,
lend or otherwise dispose of the licensed Application. The User undertakes not
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Print... Save... Go Back Continue
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To continue installing the software you must agree to the terms of the E:n
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree Agree

ship
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conditions described in this License. Under no circumstances will the User be

Click on “continue...”, “continue...” and “Agree”

Introduction

‘w Install DigiCert-Desktop-Client

Standard Install on "INDMEM SSD DMPG3N 256GB"

This will take 170,6 MB of space on your computer.

License Click Install to perform a standard installation of this software

on the disk "INDMEM SSD DMPG3M 256GB"

Destination Select

® |Installation Type

Change Install Location...

Go Back Install

Click on “Install”, add your local administrator credentials and click on “Install Software”
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— Installer is trying to install new software.

' —x
H Enter your password to allow this.
[
Introduc

. User Name: Samuel Herranz
License

Password:

Destinat

Installat

[ ] Installa’1 Install Software
ma r'_-, .
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The installation was completed successfully.

Introduction
License
Destination Select
Installation Type

Installation

The installation was successful.

® Summary .
The software was installed.

The client is installed.



Enable the client in the Browser

Now go back to your browser and click on “Enable Digicert Desktop Client in Chrome” (this message can
change depending on your browser)

digicert engish @
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Enable Browser

Enable DigiCert Desktop Client in your
Browser

You need to enable communication between DigiCert Desktop Client
and your browser

Enable DigiCert Desktop Client in Chrome ©

Switch to integration with Extension

Click “Yes” to install the certificate.

Security Warning

You are about to install a certificate from a certification
i IA authority (CA) claiming to represent:

DigiCert Desktop Client Connector - llanoa

Windows cannot validate that the certificate is actually from
“DigiCert Desktop Client Connector - llanoa’. You should
confirm its origin by contacting "DigiCert Desktop Client
Connector - llanoa". The following number will assist you in
this process:

Thumbprint (shal): EFFE1D2B 45224F0F 719710AC A4C95532
17D6BD1E

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you dlick
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Yes | No |

You will receive a confirmation message in your browser.

Successful Enablement

. Close all your Chrome windows in order the changes to
take effect

Restart your browser before moving to the next step.



Install the certificate

Open the Email from the Enterprise PKI Team containing the Certificate-URL, like:

Roche Certificate download: https://pki.symauth.com/certificate-service ?x=Z75rQnltigsSQSHI

open the URL.

English

digicert

Enroll: Confirm your identity Enroliment information Install certificate Next steps

Confirm your identity

Enter your information to begin the enrollment process.

User ID

testname |

Continue

Legal Notices | Privacy
© 2022 DigiCert, Inc. All ights reserved.

enter your username and press “Continue”

digicert
Enroll: Confirm your identity Enroliment information Install certificate Next steps

Enter your enrollment code

Enter the enrollment code provided by your administrator. You do not need to remember the code after you
enter it.

Enroliment code:

118360488

If you have not received your enroliment code, contact ExBP Services

global.exbp_services@roche.com

Continue

Legal Notices | Privacy
© 2022 DigiCert, Inc. All rights reserved.




enter the Enroliment code you have received in the “Certificate for the Roche Portal” email and press “Continue”

digicert

Enroll: Confirm your identity Enroliment information ’ Install certificate Next steps

Identity confirmed.

Verify your information

Verify that the information associated with your certificate is correct, and complete any required fields.

First name testnamel
Last name testnamet

UserID testname1

If your information is incorrect, contact ExBP Services.

global.exbp _services@roche.com

Continue

Legal Notices | Privacy
© 2022 DigiCert, Inc. All nghts reserved

Verify all you data and press “Continue”

digicert

Enroll: Confirm your identity Enrollment information Install certificate Next steps

Install your certificate

Review these installation steps, and then click Install certificate button to begin the process.

Click Install Certificate. If the DigiCert Desktop Client is nat installed, you will be redirected to The

DigiCert Desktop Client wizard web site to download and install.
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Final verification

Installation results

v DigiCert Desktop Client's components have been
successfully installed on your computer

Certificates have been detected on your computer. Do
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Install certificate

Legal Notices | Privacy
© 2022 DigiCert, Inc. All rights reserved.

Click on “Install Certificate”



Installing
Wait for your certificate to be installed ....

Do not click the browser's Back button.
Do not close the browser window.

digicert

Enroll: Confirm your identity Enroliment information Install certificate Next steps

Your certificate was successfully installed.

el

Certificate installed successfully

Your certificate was installed successfully, but you may need to configure your applications if you will use your
certificate for more than authentication or with other browsers.

Contact ExBP Services if you need assistance setting up your certificate and accessing online services.

global.exbp services@roche.com

Legal Notices | Privacy
© 2022 DigiCert, Inc. All rights reserved.

Now the certificate is properly installed and you can access Roche using partneraccess:

https://partneraccess.roche.net

Remember to add this page to your favorites.

For any issues or questions open a ticket by contacting Roche Service Desk using the Hotline phone numbers
detailed in the following list:

Service Desk hotline phone numbers


https://partneraccess.roche.net/
https://storage.googleapis.com/partneraccess_page/docs/Hotline%20Details%20-%20All%20sites%20together.pdf

